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SOCIAL

Before the pandemic, we were already in an era in which individuals’ roles, 
identities, and their social categories were changing rapidly. These shifts, 
including new gender identities and changes in household structure, 
were emerging quicker than large institutions were adapting to them. 
These changes have accelerated now that the boundaries between 
home and work are receding even faster. Opportunities to protect DoD 

against insider threat incidents will emerge from developing approaches 
that reduce compartmentalization and friction between home and work.

KEY INSIGHTS:

•	Personal identities are intrinsically tied to the structure of larger group dynamics within 
a society.  The internet has made subgroup ideology more accessible to the masses and 
accelerated the pace of social change.

•	Current policies will need to shift to a model that encourages the whole person to  
come to work.

•	As work/life balance	becomes	more	fluid,	what	was	once	considered	private	behavior	in	
the home is increasingly visible and relevant to work performance. Domestic violence is a 
pervasive issue that the workplace must address as it becomes increasingly evident.  

In recent years, groundbreaking social science research has shown that 
feelings of loneliness are much more common—and much worse—than 
previously realized. Coupled with declining participation in spiritual 
organizations,	a	growing	number	of	people	are	suffering	due	to	
unmet spiritual and social needs. Addressing these needs by helping 
individuals build meaningful relationships with each other will be critical 

to moving upstream and building a culture of prevention and wellness. 

KEY INSIGHTS:

•	Loneliness and other social health challenges were on the rise even before the 
coronavirus pandemic and will likely be exacerbated by social and physical distancing. These 
factors contribute to physical and mental health challenges that can even lead to suicide.

•	Participation in traditional spiritual organizations is down considerably, particularly among 
younger	people.	Although	formal	spiritual	affiliation	is	lower,	the	need	for	spirituality	still	persists.

•	Research suggests that the best way to mitigate loneliness is to support interpersonal  
relationships. To do this, organizations will need to invest in promoting social bonding  
and community formation. 

TECHNOLOGICAL

The Internet emerged in the 1960s and 1970s as an experiment in sharing 
academic data and information through a series of open protocols on 
loosely secured systems that assumed most actors were fundamentally 
trustworthy. As virtually everyone, and an exponentially growing number of 
things, get connected and brought online, myriad legacy vulnerabilities will 
be	exploited	to	gain	access	to	systems	and	confidential	data.	Mitigating	

insider threats will not only demand more resilient technical architectures 
but enhanced processes and education to prevent social engineering.

KEY INSIGHTS:

•	While technical infrastructure will remain a critical investment, technology is only part 
of the solution. The insider threat dilemma is a human dilemma. 

•	Improving human capabilities through training and skill development represent an 
underutilized opportunity for insider threat prevention.

•	In the long run, preventing cyber risks is as much an issue of cultivating cognitive security 
against attacks as it is a question of technical investment.

Photoshop, Instagram, and Snap have given everyone access to 
sophisticated tools to manipulate photographs, and access to apps to 
manipulate voice and videos is increasing quickly. Coupled with new 
ways to identify and target individual users, these technologies will 
make it easier and cheaper to create credible looking, fraudulent digital 
media	that	may	be	used	to	fool	and	infiltrate	trusted	insiders.	New	

approaches to developing cognitive immunity will be critical to reducing 
some of these threats.

KEY INSIGHTS: 

•	As tools to manipulate audio and video become democratized, this will open up the 
floodgates	of	precisely	targeted,	convincing	forms	of	misinformation.

•	Some risk may be mitigated by training individuals to be more skeptical of information 
and improve their ability to identify and debunk  disinformation.

•	Creating processes that encourage employees to slow down, question information, and 
admit to not knowing key information will foster resiliency and upstream interventions.

ECONOMIC

Macroeconomic	growth	started	to	decouple	from	household	wage	 
growth in the later 1970s, and this trend has left millions of American 
households	financially	vulnerable.	These	trends	are	being	accelerated	
by	the	fissuring	of	work,	in	which	traditional	assumptions	about	
the employer-employee relationship have been replaced by shared 
expectations	that	work	is	impermanent	and	flexible.	As	these	forces	

continue to play out, and people move in and out of organizations more 
rapidly even as they value stability, it will be critical to recalibrate the 

employer-employee relationship to prevent insider threat. 

KEY INSIGHTS:

•	The decoupling of macroeconomic growth	from	household	financial	security	has	created	
widespread	financial	hardships	for	millions	of	people.	This	will	be	exacerbated	by	the	
economic	effects	of	COVID-19.

•	Traditional expectations about employer-employee relationships are breaking down and 
causing	a	fissuring	of	work.	Young	employees,	particularly	digital	natives,	will	expect	work	to	
be	ad	hoc	and	flexible	rather	than	formal	and	fixed.

•	As	expectations	for	flexibility	increase,	research	suggests	workers need both flexibility and 
psychological safety , meaning being able to show one’s self without fear of negative impacts. 
Balancing these variables are critical to promoting positive strategies for threat prevention.

Tech-intensive	economic	sectors	increasingly	produce	radically	different	
financial	outcomes,	such	that	the	gap	between	being	first	versus	second	
or third is enormous. As more of our economy becomes digitized, the 
number of sectors marked by this huge discrepancy in outcomes will 
increase, and in the process, it will increase the corresponding risk of 
economic espionage. These inequitable outcomes will contribute to 

growing inequalities, mistrust, and “deaths of despair.”

KEY INSIGHTS:

•	Because of the gap in economic outcomes and the increasing digitalization of valuable IP, the 
potential costs of economic espionage are growing. This suggests a need to innovate a 
work environment that integrates collaboration and security without compromising either. 

•	The growing gap in economic outcomes has been associated with increases in general 
mistrust. It has also contributed to the growth in “deaths of despair” among middle-aged 
populations without four-year college degrees, an emerging category of deaths from  
suicide and substance abuse.

•	DoD has an opportunity to substantially expand its talent pipeline by actively reaching out 
to populations and individuals who have been systematically left out of consideration.

While the economic and political fallout from climate change grabs 
our attention, we need to be aware of the emotional damage and 
community	disruption	that	will	also	result.	Many	of	the	structural	
decisions we make will revolve around the increased personal and 
organizational stress of those grappling with direct impacts of climate 

change while accepting that the damage will continue to worsen.

KEY INSIGHTS:

•	Over the next decade, the impacts of global warming will markedly increase. Though we 
can’t pinpoint where or when climate change–related events will occur, it’s clear that impacts 
will be widespread. Every organization’s long-term strategy needs to account for these risks.

•	Climate change won’t just affect infrastructure. Concealed by descriptions of macro-level 
effects	are	the	untold	number	of	mental	and	emotional	health	challenges	emerging	related	to	
climate change. These are likely to be particularly acute among younger people.

•	The relationship between climate change and insider threat incidents is unclear, yet the 
inevitably of both demand additional research. 

Along with the rise of mental health risks of climate change, the 2020s will 
see	new	efforts	to	measure	and	mitigate	them.	These	efforts	will	drive	a	
reallocation	of	capital	and	value	due	to	climate	risks.	Meanwhile,	new	
awareness of local conditions that produce trust, cohesion, and social capital 
will	create	opportunities	to	redefine	prevention	and	improve	resilience.

KEY INSIGHTS:

•	The old adage, “we manage what we can measure,” is relevant to climate change, where 
we’ve failed to measure environmental factors that keep us healthy, safe, and connected.

•	New work from the social sciences is highlighting hidden variables and details in our 
environment that strengthen resilience to disasters. Understanding and cultivating them 
provides an opportunity to improve social cohesion and mitigate the impacts of disasters.

•	There is an opportunity to rethink incident response and the nature of recovery.  
The old means of recovery—patching vulnerabilities and returning to the status quo—is 
inadequate. We must make systematic improvements that will be sustained over the long term.

POLITICAL

Polarization happens when disagreement becomes identity. It often 
manifests as an intense, persistent, seemingly implacable division 
between groups that makes a disagreement about ideas feel like a 
personal attack. Facilitated by the rise of social media and algorithmic 
newsfeeds, polarization enables extreme arguments from the political 

fringe to enter into mainstream discourse, further sowing division 
between large numbers of people.

KEY INSIGHTS:

•	In recent years, political disagreements have gone from being abstract and intellectual 
to being shaped by polarized identities. This shift means a political argument may  
feel like a personal attack.

•	This cycle is perpetuated by social media, algorithmic newsfeeds, and a fractured 
media environment. As people bring their whole selves to work, these forces will impact the 
work environment and the people within it.

•	Organizational policies must adapt and keep pace with shifts in how people consume, 
share, and value information in order to sustain group cohesion. 

America has been experiencing a long-term decline in trust in virtually 
every institution—including business, government, and the media—and 
shows few signs that these trends might reverse. As trust has declined, 
digital rating systems have become widespread tools for individuals to 
manage their reputations and employers to screen employees. As the 
next decade unfolds, insider threat prevention will need to adapt to a 

landscape in which trust and trustworthiness are being rapidly remade.

KEY INSIGHTS:

•	Trust in virtually every U.S. institution has been in decline since the 1970s. 
These declines are acute among lower-income Americans.

•	Digital ratings systems are now widespread. While they’ll become increasingly  
important for managing reputations and employment, it isn’t clear that they provide useful  
or accurate measurements.

•	One strategy for improving trust is to improve transparency. Usually, transparency and 
security	are	seen	as	opposing	forces,	but	organizations	can	no	longer	afford	to	treat	them	 
as a zero-sum game if they are to maximize organizational trust. 

For more details 
about this project, you can 
find the full report as well as a 
companion video available at
iftf.org/upstream2030
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There’s little doubt that the digital revolution,  
now decades old, will continue to transform  
every aspect of human life. In some ways,  
we’re no longer surprised about being surprised  
with technology’s ability to both improve and  
disrupt human activity.

What is less obvious are the other emerging forces at play within the operating landscape 
of  DoD’s counter-insider threat mission. Individuals, no longer bound by restrictive 
societal norms, are now free to take on nontraditional gender roles and identities and 
participate in new forms of households, but institutions often struggle to accommodate 
them.	An	increased	sense	of	loneliness	and	spiritual	unfulfillment,	exacerbated	by	the	
coronavirus pandemic, shows signs of becoming a mental health crisis. Changes in 
employer-employee relationships are remaking the professional expectations of young 
people. All of these changes, including the stark impacts of climate change, are taking 
place in a landscape where social polarization has reached historic rates in the United 
States. Together, these forces move and combine to reshape the horizon in new and 
unfamiliar ways. 

In	late	2019,	the	DoD	Counter-Insider	Threat	Program,	Office	of	the	Under	Secretary	of	
Defense for Intelligence & Security (OUSD[I&S]), engaged Institute for the Future (IFTF) to 
identify and analyze the external future forces that will emerge over the next decade to 
help DoD better protect its workforce for the long-term future. The goal of this research 
has been to proactively identify emerging threat vectors that provide the opportunity to 
create innovative, holistic, and positive mitigation and prevention strategies that will push 
intervention upstream.

Conversations about some of these forces, such as cybersecurity and resilience, already 
are underway in DoD. Others, such as persistent climate risk and volatility, are rarely the 
focus	of	insider	threat	prevention	efforts	but	they	will	become	increasingly	relevant	as	the	
decade plays out. Through the lens of foresight there is an opportunity to stay in front of 
these changes and move upstream to protect against insider threats.

Foresight to Insight to Action

The	goal	of	foresight	research	is	not	to	provide	a	specific	prediction	of	an	exact	future	
state; rather, it’s to develop plausible, provocative, internally consistent points of view 
about	directions	of	change	in	order	to	influence	present	day	decision-making.	IFTF	calls	
this the Foresight-to-Insight-to-Action cycle. If foresight provides a sense of expanded 
possibilities,	insight	connects	broad	possible	futures	to	specific	activities	in	the	present.	
One can think of insights as new threats or opportunities that will emerge over time,  
but that work may begin on now. 

As you read this map, challenge yourself to identify the ways in which these broad  
forces	will	impact	insider	threat	prevention	efforts	in	the	coming	decade.	These	insights	 
emerge by identifying:

How will these forces create or enhance unintentional, negligent,  
and malicious insider threats? 

Where are the opportunities to move upstream toward, and  
even ahead of, the source of the threat in order to mitigate the  
problem and prevent escalation? 

How will efforts to prevent insider threats be reimagined  
and redefined in light of the future forces shaping the next decade?

How to use

This map, Moving Upstream 2030: Protecting the DoD Workforce Against Future Insider 
Threats,	provides	a	visual	executive	summary	of	the	findings	from	research	conducted	by	
Institute for the Future. It takes a ten-year view of the future of insider threat prevention  
by examining three areas:

Start by exploring the future forces organized within the STEEP 
framework (social, technological, economic, environmental, 
political). These represent large-scale forces that will  shape the 
world	in	which	insider	threat	prevention	efforts	will	operate.

Drill down on the key findings for each force to for insight  
on how they link to insider possible threat and workforce 
protection	efforts.

Explore the threats and opportunities on the graphic side to 
identify concrete connections between insider threat prevention 
and your current work.

FORCE 3 
Compromised 
Cybersecurity  

and 
 Resilience

Future Forces Affecting Insider Threat Prevention

This map highlights ten future forces that are set to shape the larger  
environment	in	which	insider	threat	prevention	efforts	operate.	 
Forces are organized based on the STEEP framework, which is  
a rubric for considering Social, Technological, Economic,  
Environmental, and Political factors. Each force describes  
a broad change that will reshape the insider threat  
mission space. After each force, we highlight 
 a set of potential insights to help  
DoD prepare to protect the  
workforce of 2030.
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SOCIAL

Before the pandemic, we were already in an era in which individuals’ roles, 
identities, and their social categories were changing rapidly. These shifts, 
including new gender identities and changes in household structure, 
were emerging quicker than large institutions were adapting to them. 
These changes have accelerated now that the boundaries between 
home and work are receding even faster. Opportunities to protect DoD 

against insider threat incidents will emerge from developing approaches 
that reduce compartmentalization and friction between home and work.

KEY INSIGHTS:

•	 Personal identities are intrinsically tied to the structure of larger group dynamics within 
a society.  The internet has made subgroup ideology more accessible to the masses and 
accelerated the pace of social change.

•	 Current policies will need to shift to a model that encourages the whole person to  
come to work.

•	 As work/life balance	becomes	more	fluid,	what	was	once	considered	private	behavior	in	
the home is increasingly visible and relevant to work performance. Domestic violence is a 
pervasive issue that the workplace must address as it becomes increasingly evident.  

In recent years, groundbreaking social science research has shown that 
feelings of loneliness are much more common—and much worse—than 
previously realized. Coupled with declining participation in spiritual 
organizations,	a	growing	number	of	people	are	suffering	due	to	
unmet spiritual and social needs. Addressing these needs by helping 
individuals build meaningful relationships with each other will be critical 

to moving upstream and building a culture of prevention and wellness. 

KEY INSIGHTS:

•	 Loneliness and other social health challenges were on the rise even before the 
coronavirus pandemic and will likely be exacerbated by social and physical distancing. These 
factors contribute to physical and mental health challenges that can even lead to suicide.

•	 Participation in traditional spiritual organizations is down considerably, particularly among 
younger	people.	Although	formal	spiritual	affiliation	is	lower,	the	need	for	spirituality	still	persists.

•	 Research suggests that the best way to mitigate loneliness is to support interpersonal  
relationships. To do this, organizations will need to invest in promoting social bonding  
and community formation. 

TECHNOLOGICAL

The Internet emerged in the 1960s and 1970s as an experiment in sharing 
academic data and information through a series of open protocols on 
loosely secured systems that assumed most actors were fundamentally 
trustworthy. As virtually everyone, and an exponentially growing number of 
things, get connected and brought online, myriad legacy vulnerabilities will 
be	exploited	to	gain	access	to	systems	and	confidential	data.	Mitigating	

insider threats will not only demand more resilient technical architectures 
but enhanced processes and education to prevent social engineering.

KEY INSIGHTS:

•	 While technical infrastructure will remain a critical investment, technology is only part 
of the solution. The insider threat dilemma is a human dilemma. 

•	 Improving human capabilities through training and skill development represent an 
underutilized opportunity for insider threat prevention.

•	 In the long run, preventing cyber risks is as much an issue of cultivating cognitive security 
against attacks as it is a question of technical investment.

Photoshop, Instagram, and Snap have given everyone access to 
sophisticated tools to manipulate photographs, and access to apps to 
manipulate voice and videos is increasing quickly. Coupled with new 
ways to identify and target individual users, these technologies will 
make it easier and cheaper to create credible looking, fraudulent digital 
media	that	may	be	used	to	fool	and	infiltrate	trusted	insiders.	New	

approaches to developing cognitive immunity will be critical to reducing 
some of these threats.

KEY INSIGHTS: 

•	 As tools to manipulate audio and video become democratized, this will open up the 
floodgates	of	precisely	targeted,	convincing	forms	of	misinformation.

•	 Some risk may be mitigated by training individuals to be more skeptical of information 
and improve their ability to identify and debunk  disinformation.

•	 Creating processes that encourage employees to slow down, question information, and 
admit to not knowing key information will foster resiliency and upstream interventions.

ECONOMIC

Macroeconomic	growth	started	to	decouple	from	household	wage	 
growth in the later 1970s, and this trend has left millions of American 
households	financially	vulnerable.	These	trends	are	being	accelerated	
by	the	fissuring	of	work,	in	which	traditional	assumptions	about	
the employer-employee relationship have been replaced by shared 
expectations	that	work	is	impermanent	and	flexible.	As	these	forces	

continue to play out, and people move in and out of organizations more 
rapidly even as they value stability, it will be critical to recalibrate the 

employer-employee relationship to prevent insider threat. 

KEY INSIGHTS:

•	 The decoupling of macroeconomic growth	from	household	financial	security	has	created	
widespread	financial	hardships	for	millions	of	people.	This	will	be	exacerbated	by	the	
economic	effects	of	COVID-19.

•	 Traditional expectations about employer-employee relationships are breaking down and 
causing	a	fissuring	of	work.	Young	employees,	particularly	digital	natives,	will	expect	work	to	
be	ad	hoc	and	flexible	rather	than	formal	and	fixed.

•	 As	expectations	for	flexibility	increase,	research	suggests	workers need both flexibility and 
psychological safety , meaning being able to show one’s self without fear of negative impacts. 
Balancing these variables are critical to promoting positive strategies for threat prevention.

Tech-intensive	economic	sectors	increasingly	produce	radically	different	
financial	outcomes,	such	that	the	gap	between	being	first	versus	second	
or third is enormous. As more of our economy becomes digitized, the 
number of sectors marked by this huge discrepancy in outcomes will 
increase, and in the process, it will increase the corresponding risk of 
economic espionage. These inequitable outcomes will contribute to 

growing inequalities, mistrust, and “deaths of despair.”

KEY INSIGHTS:

•	 Because of the gap in economic outcomes and the increasing digitalization of valuable IP, the 
potential costs of economic espionage are growing. This suggests a need to innovate a 
work environment that integrates collaboration and security without compromising either. 

•	 The growing gap in economic outcomes has been associated with increases in general 
mistrust. It has also contributed to the growth in “deaths of despair” among middle-aged 
populations without four-year college degrees, an emerging category of deaths from  
suicide and substance abuse.

•	 DoD has an opportunity to substantially expand its talent pipeline by actively reaching out 
to populations and individuals who have been systematically left out of consideration.

While the economic and political fallout from climate change grabs 
our attention, we need to be aware of the emotional damage and 
community	disruption	that	will	also	result.	Many	of	the	structural	
decisions we make will revolve around the increased personal and 
organizational stress of those grappling with direct impacts of climate 

change while accepting that the damage will continue to worsen.

KEY INSIGHTS:

•	 Over the next decade, the impacts of global warming will markedly increase. Though we 
can’t pinpoint where or when climate change–related events will occur, it’s clear that impacts 
will be widespread. Every organization’s long-term strategy needs to account for these risks.

•	 Climate change won’t just affect infrastructure. Concealed by descriptions of macro-level 
effects	are	the	untold	number	of	mental	and	emotional	health	challenges	emerging	related	to	
climate change. These are likely to be particularly acute among younger people.

•	 The relationship between climate change and insider threat incidents is unclear, yet the 
inevitably of both demand additional research. 

Along with the rise of mental health risks of climate change, the 2020s will 
see	new	efforts	to	measure	and	mitigate	them.	These	efforts	will	drive	a	
reallocation	of	capital	and	value	due	to	climate	risks.	Meanwhile,	new	
awareness of local conditions that produce trust, cohesion, and social capital 
will	create	opportunities	to	redefine	prevention	and	improve	resilience.

KEY INSIGHTS:

•	 The old adage, “we manage what we can measure,” is relevant to climate change, where 
we’ve failed to measure environmental factors that keep us healthy, safe, and connected.

•	 New work from the social sciences is highlighting hidden variables and details in our 
environment that strengthen resilience to disasters. Understanding and cultivating them 
provides an opportunity to improve social cohesion and mitigate the impacts of disasters.

•	 There is an opportunity to rethink incident response and the nature of recovery.  
The old means of recovery—patching vulnerabilities and returning to the status quo—is 
inadequate. We must make systematic improvements that will be sustained over the long term.

POLITICAL

Polarization happens when disagreement becomes identity. It often 
manifests as an intense, persistent, seemingly implacable division 
between groups that makes a disagreement about ideas feel like a 
personal attack. Facilitated by the rise of social media and algorithmic 
newsfeeds, polarization enables extreme arguments from the political 

fringe to enter into mainstream discourse, further sowing division 
between large numbers of people.

KEY INSIGHTS:

•	 In recent years, political disagreements have gone from being abstract and intellectual 
to being shaped by polarized identities. This shift means a political argument may  
feel like a personal attack.

•	 This cycle is perpetuated by social media, algorithmic newsfeeds, and a fractured 
media environment. As people bring their whole selves to work, these forces will impact the 
work environment and the people within it.

•	 Organizational policies must adapt and keep pace with shifts in how people consume, 
share, and value information in order to sustain group cohesion. 

America has been experiencing a long-term decline in trust in virtually 
every institution—including business, government, and the media—and 
shows few signs that these trends might reverse. As trust has declined, 
digital rating systems have become widespread tools for individuals to 
manage their reputations and employers to screen employees. As the 
next decade unfolds, insider threat prevention will need to adapt to a 

landscape in which trust and trustworthiness are being rapidly remade.

KEY INSIGHTS:

•	 Trust in virtually every U.S. institution has been in decline since the 1970s. 
These declines are acute among lower-income Americans.

•	 Digital ratings systems are now widespread. While they’ll become increasingly  
important for managing reputations and employment, it isn’t clear that they provide useful  
or accurate measurements.

•	 One strategy for improving trust is to improve transparency. Usually, transparency and 
security	are	seen	as	opposing	forces,	but	organizations	can	no	longer	afford	to	treat	them	 
as a zero-sum game if they are to maximize organizational trust. 

For more details 
about this project, you can 
find the full report as well as a 
companion video available at
iftf.org/upstream2030
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There’s little doubt that the digital revolution,  
now decades old, will continue to transform  
every aspect of human life. In some ways,  
we’re no longer surprised about being surprised  
with technology’s ability to both improve and  
disrupt human activity.

What is less obvious are the other emerging forces at play within the operating landscape 
of  DoD’s counter-insider threat mission. Individuals, no longer bound by restrictive 
societal norms, are now free to take on nontraditional gender roles and identities and 
participate in new forms of households, but institutions often struggle to accommodate 
them.	An	increased	sense	of	loneliness	and	spiritual	unfulfillment,	exacerbated	by	the	
coronavirus pandemic, shows signs of becoming a mental health crisis. Changes in 
employer-employee relationships are remaking the professional expectations of young 
people. All of these changes, including the stark impacts of climate change, are taking 
place in a landscape where social polarization has reached historic rates in the United 
States. Together, these forces move and combine to reshape the horizon in new and 
unfamiliar ways. 

In	late	2019,	the	DoD	Counter-Insider	Threat	Program,	Office	of	the	Under	Secretary	of	
Defense for Intelligence & Security (OUSD[I&S]), engaged Institute for the Future (IFTF) to 
identify and analyze the external future forces that will emerge over the next decade to 
help DoD better protect its workforce for the long-term future. The goal of this research 
has been to proactively identify emerging threat vectors that provide the opportunity to 
create innovative, holistic, and positive mitigation and prevention strategies that will push 
intervention upstream.

Conversations about some of these forces, such as cybersecurity and resilience, already 
are underway in DoD. Others, such as persistent climate risk and volatility, are rarely the 
focus	of	insider	threat	prevention	efforts	but	they	will	become	increasingly	relevant	as	the	
decade plays out. Through the lens of foresight there is an opportunity to stay in front of 
these changes and move upstream to protect against insider threats.

Foresight to Insight to Action

The	goal	of	foresight	research	is	not	to	provide	a	specific	prediction	of	an	exact	future	
state; rather, it’s to develop plausible, provocative, internally consistent points of view 
about	directions	of	change	in	order	to	influence	present	day	decision-making.	IFTF	calls	
this the Foresight-to-Insight-to-Action cycle. If foresight provides a sense of expanded 
possibilities,	insight	connects	broad	possible	futures	to	specific	activities	in	the	present.	
One can think of insights as new threats or opportunities that will emerge over time,  
but that work may begin on now. 

As you read this map, challenge yourself to identify the ways in which these broad  
forces	will	impact	insider	threat	prevention	efforts	in	the	coming	decade.	These	insights	 
emerge by identifying:

How will these forces create or enhance unintentional, negligent,  
and malicious insider threats? 

Where are the opportunities to move upstream toward, and  
even ahead of, the source of the threat in order to mitigate the  
problem and prevent escalation? 

How will efforts to prevent insider threats be reimagined  
and redefined in light of the future forces shaping the next decade?

How to use

This map, Moving Upstream 2030: Protecting the DoD Workforce Against Future Insider 
Threats,	provides	a	visual	executive	summary	of	the	findings	from	research	conducted	by	
Institute for the Future. It takes a ten-year view of the future of insider threat prevention  
by examining three areas:

Start by exploring the future forces organized within the STEEP 
framework (social, technological, economic, environmental, 
political). These represent large-scale forces that will  shape the 
world	in	which	insider	threat	prevention	efforts	will	operate.

Drill down on the key findings for each force to for insight  
on how they link to insider possible threat and workforce 
protection	efforts.

Explore the threats and opportunities on the graphic side to 
identify concrete connections between insider threat prevention 
and your current work.

FORCE 3 
Compromised 
Cybersecurity  

and 
 Resilience

Future Forces Affecting Insider Threat Prevention

This map highlights ten future forces that are set to shape the larger  
environment	in	which	insider	threat	prevention	efforts	operate.	 
Forces are organized based on the STEEP framework, which is  
a rubric for considering Social, Technological, Economic,  
Environmental, and Political factors. Each force describes  
a broad change that will reshape the insider threat  
mission space. After each force, we highlight 
 a set of potential insights to help  
DoD prepare to protect the  
workforce of 2030.
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New Measures 

of Risk and 
Resilience

ENVIRONMENTAL



As natural disasters have become more 
common and devastating in recent years, 
innovative community groups with an 
understanding of open-source technology 
have	begun	creating	flexible,	mobile	tools 
to map community assets and needs in  
real-time. As these practices spread, they are 
opening ways to not only improve response 
times but to map community assets and 
redefine	the	overall	response	to	disaster.

SOCIAL TECHNOLOGICAL

POLITICAL

FORCE 2 

Increasing Loneliness 
and Disaffiliation

Increases in loneliness and declines 
in civic participation demand new 
approaches to building community 

within the workplace.

UPSTREAM 
2030

EMERGING THREATS 
AND PREVENTION 

OPPORTUNITIES
HOUSEHOLD 
FINANCIAL 
SECURITY ERODES

The decoupling of economic 
growth from household wage 
growth means that an economy 
that looks good on paper 
can leave wide swaths of the 
population struggling with 
financial	insecurity—and	in	the	
process, create burdens that 
reduce cognitive performance 
and increase the likelihood of 
impulsive decision-making.

RETHINK TRADE-
OFFS BETWEEN 
STABILITY AND 
FLEXIBILITY

While	the	flexibility	of	gig	work—
and increasingly, other kinds of 
work—enables people to set their 
own schedules, it can come at 
a cost of psychological stability. 
Finding	ways	to	allow	for	flexibility	
while ensuring employees feel 
a sense of security and safety 
will contribute to a stronger 
workplace culture.

REMAKE THE 
WORKPLACE FOR 
GENERATION Z

Younger	employees	are	coming	
into	their	first	professional	jobs	
having grown up in an era where 
ad hoc coordination is normal—
and	fixed	hierarchies	are	not.	
Digital natives’ ad hoc skills can 
be tapped to reinvent the ways 
large institutions operate, making 
them more adaptive.

TALENT WARS 
ACCELERATE

Top	talent	in	fields	such	
as machine learning and 
cybersecurity can command 
multi-million-dollar salaries—with 
an understanding that the IP 
produced by this labor force is 
worth a fortune. This increases 
risks of IP theft as well as threats 
of	seeing	key	staff	lured	away	for	
more lucrative opportunities.

REWARD TOP 
PERFORMERS 
FAIRLY

Incentives that reward winners with 
huge	gains	don’t	just	encourage	
fierce	competition	and	cheating;	
they reduce trust and produce 
adverse outcomes across the 
system. Research has increasingly 
linked systems inequalities to 
increases in homicide, bullying, 
and drug abuse. But studies 
show that recognition programs 
that fairly reward top performers, 
especially ones who help their 
team members, can have positive 
effects	on	workers.

RISING DEATHS 
OF DESPAIR

Economists Anne Case and 
Angus Deaton have studied a 
phenomonen they refer to as 
“deaths of despair,” characterized 
by suicide and substance abuse 
among middle-aged white 
men without four-year college 
degrees. Driven by socioeconomic 
challenges, these types of deaths 
show no signs of abating. 

SHIFTING IDENTITIES  
AND REACTIONARY 
BACKLASH 

Over the next decade, we anticipate social 
changes in norms around gender, identity, 
family structure, and more, and there will be 
a backlash. Institutions will need to adapt 
to these new norms and also be mindful of 
ways in which such norms 
are tenuous. 

BETTER UNDERSTAND 
HOW TO STRATEGICALLY 
ACTIVATE IDENTITIES 

A growing body of social science research 
demonstrates how it is possible to shape 
behavior by activating certain aspects of 
an individual’s identity at a given moment. 
From subtle verbal priming to placing 
cues in the physical environment, timely 
efforts	to	activate	identities	may	be	used	to	
prevent insider threats.

CULTIVATE RESILIENT  
IDENTITY PORTFOLIOS

Fostering the creation of portfolios of 
multiple	identities	(i.e.,	multiple	affiliations	
and ways to self-identify) will mitigate 
the potential damage to psychological 
health and well-being that may come from 
changes in the social landscape.  

REMOTE WORK BREAKS  
SOCIAL CONNECTIONS

We are learning that remote work can be 
productive but maintaining social connections 
between employees is much more challenging. 
Over	the	next	decade,	we’ll	see	efforts	to	
recreate the spontaneous connections and daily 
rituals of work in virtual space. 

IMPROVE MENTAL HEALTH 
MEASURES

The perceived stress scale is a common 
instrument	in	wellness	efforts.	New	attempts	to	
measure perceived loneliness will lend insight 
into techniques and best practices for improving 
social connection.

FACILITATE RELATIONSHIP 
BUILDING

Over	the	next	decade,	religiously	unaffiliated	
people will increasingly participate in 
communities dedicated to supporting their 
physical, mental, and spiritual health. Employers 
will learn that these workers will be less 
interested in corporate wellness programs and 
instead will want support in cultivating their own 
relationships with communities that align with 
their desires for emotional and spiritual health.

SOCIAL PLATFORMS 
ACCELERATE MISTRUST

Social media’s algorithmic sorting methods, 
which show users more of what they want to see 
and less of what they don’t, is driving cycles that 
reinforce identity polarization. In turn, as more 
people see others’ viewpoints as threats to their 
own sense of self, it reinforces polarization and 
social disconnect.

POLARIZATION SPARKS 
FRINGE MOVEMENTS

The ongoing delegitimizing of views and sorting 
individuals toward the fringes is spurring the 
growth of fringe movements such as the boogaloo 
movement and enabling them to grow and spread 
at incredible speed. Insider threat prevention 
efforts	will	have	to	navigate	an	environment	where	
new fringe risks are constantly emerging.

IMPLEMENT NEW 
UNDERSTANDINGS OF 
MITIGATING POLARIZATION

Emerging research in political science and related 
fields	is	focusing	on	strategies	for	mitigating	
polarization. As these understandings emerge, 
it will be critical to not only implement them 
within the DoD but to help facilitate their use in 
contexts—such as the broader media landscape—
that the DoD does not control. 

PORTABLE REPUTATION SCORES

As proprietary reputation scores—such as an Uber driver rating—
continue	to	be	built	up	over	the	next	decade,	they	will	offer	increasingly	

longitudinal information about performance which may or may not be 
reliable, and which have the potential to unfairly bar people from being 

able to work. Understanding what kinds of reputation metrics matter 
will provide a means for better upstream prevention.

ANTICIPATORY TRANSPARENCY

Research shows that it is much easier to build mistrust than trust, and 
at the same time, trust is much more fragile. One strategy is to be 

proactive: Rather than wait for a potential controversy to arise, strive 
for as much transparency as possible to demonstrate trustworthiness.

FOSTER COMMUNITY TRUST

Fields	such	as	restorative	justice,	trauma-informed	policing,	and	more	
are highlighting new approaches to addressing seemingly intractable 

challenges. Learning from these approaches will open opportunities to 
foster a culture of wellness and prevention. 

 ECONOMIC FALLOUT

As the longer-term risks of climate 
change become clear, they will contribute 
to	rapid	financial	and	economic	shifts	
that will devalue certain kinds of assets 
and activities. From the rise of climate 
gentrification	to	the	loss	of	flood	and	fire	
insurance, the next decade will see  
sudden	financial	risks	and	challenges	 
due to climate change.

MOUNT SOCIAL 
AND COMMUNITY 
INTERVENTIONS

While climate change is a global 
phenomenon,	it	will	play	out	differently	
in hyper-local ways. This will open 
opportunities to learn from and implement 
a growing body of sociology aimed at 
understanding the kinds of small scale 
interventions—such as the addition of 
greenspace and parks—that can contribute 
to more resilient communities.

EXTREME EVENTS HAVE 
HUMAN COSTS

The climate crisis is no longer a distant future but a present-day 
force	contributing	to	record	floods,	wildfires,	and	more.	While	
experts	often	highlight	the	effects	in	terms	of	infrastructure	
and economic costs, we will likewise need to prepare for and 
manage the growing psychological fallout from climate change.

CATALYSTS FOR EMOTIONAL STRESS

In addition to the psychological fallout of experiencing a climate 
driven emergency, climate change will contribute to broader 
feelings of unease and anxiety. In particular, leading researchers 
are	finding	increasing	connections	between	climate	change	and	
fear and anxiety particularly among younger people.

UNDERSTAND LINKS BETWEEN 
CLIMATE CHANGE, MENTAL HEALTH, 
AND INSIDER THREAT

Because of long-delayed actions around climate change, even 
large investments to mitigate the fallout will come with needs 
for radical behavior change that will be a source of emotional 
and mental health challenges. As the decade unfolds, it will 
be critical to better understand links between climate change, 
mental health, and insider threat.

VIEW INSIDERS AS ASSETS

Rather	than	just	looking	to	prevent	bad	actors,	
insiders should be thought of as underutilized 
assets in preventing incidents and strengthening 
security	protocol.	Gamification,	in	particular,	
offers	opportunities	to	enhance	preparedness.	

ALGORITHMIC SECURITY 
MANAGEMENT

As an increasingly large amount of cybersecurity 
is managed by AI-driven systems, these 
systems will introduce vulnerabilities that 
humans can’t understand. Likewise, they will 
give hackers new ways to attack systems 
by exploiting data, rather than through using 
malicious code.

DEEP WEB RISKS

Today’s background checks aren’t able to 
penetrate the deep web, which is becoming a 
safe	space	for	white	supremacists,	neo-Nazis,	
sovereign citizens, QAnon cultists, and other 
extremists. As participation in the deep web 
grows, this will introduce weaknesses and 
vulnerabilities into traditional screenings and 
background checks.

TARGETED MISINFORMATION

Misinformation	campaigns	today	are	largely	
focused on targeting vulnerable communities 
and groups. Advances in machine learning and 
ad targeting will enable these attacks to be 
increasingly tailored to an individual’s interests 
and vulnerabilities.

DEEPFAKES PROLIFERATE

As the quality of deepfakes improves, it will 
become harder to sort credible information 
from disinformation. Beyond the obvious 
risks of manipulation, deepfakes will create 
an information environment where it is 
increasingly tricky to know what to trust.

DEVELOP COGNITIVE 
AND TECHNICAL IMMUNITY

Many	of	the	opportunities	to	prevent	these	
threats will come from acting now to build 
technical and cognitive systems for immunity 
to misinformation. In particular, investing in 
training	efforts	to	share	best	practices	for	
spotting fakes will be critical to preparing for 
the widespread use of deepfake technologies.

FORCE 10

Mitigating 
Institutional Mistrust

Continued increases in institutional 
mistrust spur the creation of 

metrics-based systems that will 
mature over the coming decade.

FORCE 5 

Fissuring 
of Work

The erosion of formal employment 
has	created	new	financial	

security challenges, increased 
expectations  

for	flexibility,	and	growing	 
needs for stability.

FORCE 1 

Shifting Identities, 
Roles, and  

Family Dynamics

Changing patterns in how people 
form families and self-identify will 
challenge institutions to quickly 
adapt practices and processes.

FORCE 4 

Intentional 
Manipulation 

of Perceptions

Misinformation	becomes	 
more sophisticated and targeted,  

creating increased confusion  
about what is real.

FORCE 3 

Compromised  
Cybersecurity  
and Resilience

Navigating	cybersecurity	risks— 
and minimizing their damage— 

will require approaches that 
 rely on strengthening the technical 

capabilities of systems and  
awareness of risks among  

the workforce.

FORCE 9

Polarized 
Communities

Growing polarization makes  
disagreements feel like  

personal attacks, which get further 
exacerbated by negative 

 feedback loops from  
social networks.ENVIRONMENT

ECONOMIC

FORCE 6 

Extreme Winners 
and Losers

The digitization of the  
economy	is	causing	financial	
outcomes to diverge, creating  

new threats of IP theft and 
increasing inequality.

FORCE 7 

Persistent Climate 
Risk and Volatility

Climate change becomes 
an increasing source  
of chronic and acute  

mental health challenges. FORCE 8 

New Measures  
of Risk and Resilience

New	ways	of	quantifying	 
elements in our environment 

 point toward novel ways to use  
local interventions  

to improve resilience.

DEVELOP A NEW  
PLAYBOOK FOR RESPONDING 
TO DISASTERS
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MOVING UPSTREAM 
2030 

Protecting the DoD Workforce Against 
Future Insider Threats 

 
SOCIAL

Before the pandemic, we were already in an era in which individuals’ roles, 
identities, and their social categories were changing rapidly. These shifts, 
including new gender identities and changes in household structure, 
were emerging quicker than large institutions were adapting to them. 
These changes have accelerated now that the boundaries between 
home and work are receding even faster. Opportunities to protect DoD 

against insider threat incidents will emerge from developing approaches 
that reduce compartmentalization and friction between home and work.

KEY INSIGHTS:

•	Personal identities are intrinsically tied to the structure of larger group dynamics within 
a society.  The internet has made subgroup ideology more accessible to the masses and 
accelerated the pace of social change.

•	Current policies will need to shift to a model that encourages the whole person to  
come to work.

•	As work/life balance	becomes	more	fluid,	what	was	once	considered	private	behavior	in	
the home is increasingly visible and relevant to work performance. Domestic violence is a 
pervasive issue that the workplace must address as it becomes increasingly evident.  

In recent years, groundbreaking social science research has shown that 
feelings of loneliness are much more common—and much worse—than 
previously realized. Coupled with declining participation in spiritual 
organizations,	a	growing	number	of	people	are	suffering	due	to	
unmet spiritual and social needs. Addressing these needs by helping 
individuals build meaningful relationships with each other will be critical 

to moving upstream and building a culture of prevention and wellness. 

KEY INSIGHTS:

•	Loneliness and other social health challenges were on the rise even before the 
coronavirus pandemic and will likely be exacerbated by social and physical distancing. These 
factors contribute to physical and mental health challenges that can even lead to suicide.

•	Participation in traditional spiritual organizations is down considerably, particularly among 
younger	people.	Although	formal	spiritual	affiliation	is	lower,	the	need	for	spirituality	still	persists.

•	Research suggests that the best way to mitigate loneliness is to support interpersonal  
relationships. To do this, organizations will need to invest in promoting social bonding  
and community formation. 

TECHNOLOGICAL

The Internet emerged in the 1960s and 1970s as an experiment in sharing 
academic data and information through a series of open protocols on 
loosely secured systems that assumed most actors were fundamentally 
trustworthy. As virtually everyone, and an exponentially growing number of 
things, get connected and brought online, myriad legacy vulnerabilities will 
be	exploited	to	gain	access	to	systems	and	confidential	data.	Mitigating	

insider threats will not only demand more resilient technical architectures 
but enhanced processes and education to prevent social engineering.

KEY INSIGHTS:

•	While technical infrastructure will remain a critical investment, technology is only part 
of the solution. The insider threat dilemma is a human dilemma. 

•	Improving human capabilities through training and skill development represent an 
underutilized opportunity for insider threat prevention.

•	In the long run, preventing cyber risks is as much an issue of cultivating cognitive security 
against attacks as it is a question of technical investment.

Photoshop, Instagram, and Snap have given everyone access to 
sophisticated tools to manipulate photographs, and access to apps to 
manipulate voice and videos is increasing quickly. Coupled with new 
ways to identify and target individual users, these technologies will 
make it easier and cheaper to create credible looking, fraudulent digital 
media	that	may	be	used	to	fool	and	infiltrate	trusted	insiders.	New	

approaches to developing cognitive immunity will be critical to reducing 
some of these threats.

KEY INSIGHTS: 

•	As tools to manipulate audio and video become democratized, this will open up the 
floodgates	of	precisely	targeted,	convincing	forms	of	misinformation.

•	Some risk may be mitigated by training individuals to be more skeptical of information 
and improve their ability to identify and debunk  disinformation.

•	Creating processes that encourage employees to slow down, question information, and 
admit to not knowing key information will foster resiliency and upstream interventions.

ECONOMIC

Macroeconomic	growth	started	to	decouple	from	household	wage	 
growth in the later 1970s, and this trend has left millions of American 
households	financially	vulnerable.	These	trends	are	being	accelerated	
by	the	fissuring	of	work,	in	which	traditional	assumptions	about	
the employer-employee relationship have been replaced by shared 
expectations	that	work	is	impermanent	and	flexible.	As	these	forces	

continue to play out, and people move in and out of organizations more 
rapidly even as they value stability, it will be critical to recalibrate the 

employer-employee relationship to prevent insider threat. 

KEY INSIGHTS:

•	The decoupling of macroeconomic growth	from	household	financial	security	has	created	
widespread	financial	hardships	for	millions	of	people.	This	will	be	exacerbated	by	the	
economic	effects	of	COVID-19.

•	Traditional expectations about employer-employee relationships are breaking down and 
causing	a	fissuring	of	work.	Young	employees,	particularly	digital	natives,	will	expect	work	to	
be	ad	hoc	and	flexible	rather	than	formal	and	fixed.

•	As	expectations	for	flexibility	increase,	research	suggests	workers need both flexibility and 
psychological safety , meaning being able to show one’s self without fear of negative impacts. 
Balancing these variables are critical to promoting positive strategies for threat prevention.

Tech-intensive	economic	sectors	increasingly	produce	radically	different	
financial	outcomes,	such	that	the	gap	between	being	first	versus	second	
or third is enormous. As more of our economy becomes digitized, the 
number of sectors marked by this huge discrepancy in outcomes will 
increase, and in the process, it will increase the corresponding risk of 
economic espionage. These inequitable outcomes will contribute to 

growing inequalities, mistrust, and “deaths of despair.”

KEY INSIGHTS:

•	Because of the gap in economic outcomes and the increasing digitalization of valuable IP, the 
potential costs of economic espionage are growing. This suggests a need to innovate a 
work environment that integrates collaboration and security without compromising either. 

•	The growing gap in economic outcomes has been associated with increases in general 
mistrust. It has also contributed to the growth in “deaths of despair” among middle-aged 
populations without four-year college degrees, an emerging category of deaths from  
suicide and substance abuse.

•	DoD has an opportunity to substantially expand its talent pipeline by actively reaching out 
to populations and individuals who have been systematically left out of consideration.

While the economic and political fallout from climate change grabs 
our attention, we need to be aware of the emotional damage and 
community	disruption	that	will	also	result.	Many	of	the	structural	
decisions we make will revolve around the increased personal and 
organizational stress of those grappling with direct impacts of climate 

change while accepting that the damage will continue to worsen.

KEY INSIGHTS:

•	Over the next decade, the impacts of global warming will markedly increase. Though we 
can’t pinpoint where or when climate change–related events will occur, it’s clear that impacts 
will be widespread. Every organization’s long-term strategy needs to account for these risks.

•	Climate change won’t just affect infrastructure. Concealed by descriptions of macro-level 
effects	are	the	untold	number	of	mental	and	emotional	health	challenges	emerging	related	to	
climate change. These are likely to be particularly acute among younger people.

•	The relationship between climate change and insider threat incidents is unclear, yet the 
inevitably of both demand additional research. 

Along with the rise of mental health risks of climate change, the 2020s will 
see	new	efforts	to	measure	and	mitigate	them.	These	efforts	will	drive	a	
reallocation	of	capital	and	value	due	to	climate	risks.	Meanwhile,	new	
awareness of local conditions that produce trust, cohesion, and social capital 
will	create	opportunities	to	redefine	prevention	and	improve	resilience.

KEY INSIGHTS:

•	The old adage, “we manage what we can measure,” is relevant to climate change, where 
we’ve failed to measure environmental factors that keep us healthy, safe, and connected.

•	New work from the social sciences is highlighting hidden variables and details in our 
environment that strengthen resilience to disasters. Understanding and cultivating them 
provides an opportunity to improve social cohesion and mitigate the impacts of disasters.

•	There is an opportunity to rethink incident response and the nature of recovery.  
The old means of recovery—patching vulnerabilities and returning to the status quo—is 
inadequate. We must make systematic improvements that will be sustained over the long term.

POLITICAL

Polarization happens when disagreement becomes identity. It often 
manifests as an intense, persistent, seemingly implacable division 
between groups that makes a disagreement about ideas feel like a 
personal attack. Facilitated by the rise of social media and algorithmic 
newsfeeds, polarization enables extreme arguments from the political 

fringe to enter into mainstream discourse, further sowing division 
between large numbers of people.

KEY INSIGHTS:

•	In recent years, political disagreements have gone from being abstract and intellectual 
to being shaped by polarized identities. This shift means a political argument may  
feel like a personal attack.

•	This cycle is perpetuated by social media, algorithmic newsfeeds, and a fractured 
media environment. As people bring their whole selves to work, these forces will impact the 
work environment and the people within it.

•	Organizational policies must adapt and keep pace with shifts in how people consume, 
share, and value information in order to sustain group cohesion. 

America has been experiencing a long-term decline in trust in virtually 
every institution—including business, government, and the media—and 
shows few signs that these trends might reverse. As trust has declined, 
digital rating systems have become widespread tools for individuals to 
manage their reputations and employers to screen employees. As the 
next decade unfolds, insider threat prevention will need to adapt to a 

landscape in which trust and trustworthiness are being rapidly remade.

KEY INSIGHTS:

•	Trust in virtually every U.S. institution has been in decline since the 1970s. 
These declines are acute among lower-income Americans.

•	Digital ratings systems are now widespread. While they’ll become increasingly  
important for managing reputations and employment, it isn’t clear that they provide useful  
or accurate measurements.

•	One strategy for improving trust is to improve transparency. Usually, transparency and 
security	are	seen	as	opposing	forces,	but	organizations	can	no	longer	afford	to	treat	them	 
as a zero-sum game if they are to maximize organizational trust. 

For more details 
about this project, you can 
find the full report as well as a 
companion video available at
iftf.org/upstream2030
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There’s little doubt that the digital revolution,  
now decades old, will continue to transform  
every aspect of human life. In some ways,  
we’re no longer surprised about being surprised  
with technology’s ability to both improve and  
disrupt human activity.

What is less obvious are the other emerging forces at play within the operating landscape 
of  DoD’s counter-insider threat mission. Individuals, no longer bound by restrictive 
societal norms, are now free to take on nontraditional gender roles and identities and 
participate in new forms of households, but institutions often struggle to accommodate 
them.	An	increased	sense	of	loneliness	and	spiritual	unfulfillment,	exacerbated	by	the	
coronavirus pandemic, shows signs of becoming a mental health crisis. Changes in 
employer-employee relationships are remaking the professional expectations of young 
people. All of these changes, including the stark impacts of climate change, are taking 
place in a landscape where social polarization has reached historic rates in the United 
States. Together, these forces move and combine to reshape the horizon in new and 
unfamiliar ways. 

In	late	2019,	the	DoD	Counter-Insider	Threat	Program,	Office	of	the	Under	Secretary	of	
Defense for Intelligence & Security (OUSD[I&S]), engaged Institute for the Future (IFTF) to 
identify and analyze the external future forces that will emerge over the next decade to 
help DoD better protect its workforce for the long-term future. The goal of this research 
has been to proactively identify emerging threat vectors that provide the opportunity to 
create innovative, holistic, and positive mitigation and prevention strategies that will push 
intervention upstream.

Conversations about some of these forces, such as cybersecurity and resilience, already 
are underway in DoD. Others, such as persistent climate risk and volatility, are rarely the 
focus	of	insider	threat	prevention	efforts	but	they	will	become	increasingly	relevant	as	the	
decade plays out. Through the lens of foresight there is an opportunity to stay in front of 
these changes and move upstream to protect against insider threats.

Foresight to Insight to Action

The	goal	of	foresight	research	is	not	to	provide	a	specific	prediction	of	an	exact	future	
state; rather, it’s to develop plausible, provocative, internally consistent points of view 
about	directions	of	change	in	order	to	influence	present	day	decision-making.	IFTF	calls	
this the Foresight-to-Insight-to-Action cycle. If foresight provides a sense of expanded 
possibilities,	insight	connects	broad	possible	futures	to	specific	activities	in	the	present.	
One can think of insights as new threats or opportunities that will emerge over time,  
but that work may begin on now. 

As you read this map, challenge yourself to identify the ways in which these broad  
forces	will	impact	insider	threat	prevention	efforts	in	the	coming	decade.	These	insights	 
emerge by identifying:

How will these forces create or enhance unintentional, negligent,  
and malicious insider threats? 

Where are the opportunities to move upstream toward, and  
even ahead of, the source of the threat in order to mitigate the  
problem and prevent escalation? 

How will efforts to prevent insider threats be reimagined  
and redefined in light of the future forces shaping the next decade?

How to use

This map, Moving Upstream 2030: Protecting the DoD Workforce Against Future Insider 
Threats,	provides	a	visual	executive	summary	of	the	findings	from	research	conducted	by	
Institute for the Future. It takes a ten-year view of the future of insider threat prevention  
by examining three areas:

Start by exploring the future forces organized within the STEEP 
framework (social, technological, economic, environmental, 
political). These represent large-scale forces that will  shape the 
world	in	which	insider	threat	prevention	efforts	will	operate.

Drill down on the key findings for each force to for insight  
on how they link to insider possible threat and workforce 
protection	efforts.

Explore the threats and opportunities on the graphic side to 
identify concrete connections between insider threat prevention 
and your current work.
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Future Forces Affecting Insider Threat Prevention

This map highlights ten future forces that are set to shape the larger  
environment	in	which	insider	threat	prevention	efforts	operate.	 
Forces are organized based on the STEEP framework, which is  
a rubric for considering Social, Technological, Economic,  
Environmental, and Political factors. Each force describes  
a broad change that will reshape the insider threat  
mission space. After each force, we highlight 
 a set of potential insights to help  
DoD prepare to protect the  
workforce of 2030.
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